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ADA Erin M. Karshen
DDA Matthew Torbenson

VICTIM THREE: Whyd you screen shot this Ur just a body to be used when |
VICTIM THREE: STOP ' : g
VICTIM THREE: WHAT

Expose u for wh
What r u gonna do for it? But I'm keeping them as insurance
U gonna submit to me then as ur VICTIM THREE: Fine
master? Send a vid of ur tits right now
And ur my slave? Filthy fucking whore

VICTIM THREE: There you go master extortion

That’sa ve slut

VICTIM THREE: Am | g¢ t being your Qciobck _
slaye g « Chris and MK startio date (8" graders)

U earned this + Chris convinces MK 5 share nude pics
« Within a month,:Chris & MKbreak up
« Chris’ best friend is arrison

Do as ur tdld
This is your fault
VICTIM THREE: You were so sweet before




want more

September

—

See what hoppens if you don 1
more..

+ LP texted with = an
— Threats to ruin rep
— Threats to phote-shop pic :
— Demanded pics'of drg al mcs‘rurbaﬁon
+ JK texted with _drrison over summer
— Needed nude pics fo date

— If JK refused, Harrison spoke of being in love w/ Ex
— Eventually, turned to overt threats

"What do have to do to make
U g

September
MK discloses to fr
DC offers arriso

arrison reaches out -’rO--SF‘ (MK's friend)

—Threatens to disseminate pics of MK unless
SP provides pics;

— Also had nude pics of SP's friend LP;

arrison texts SG.
— Starts by osking fi
— Sends dick pics ‘
- Wants masturbation prcs

+ And then it happens
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By the fime the iny

@tion is complete

different wchm (I 1
victims identified and cooperated

arrison was able o wipe iPhone

Lessons  earned

investigations

- School resource officer ;

— Search warrants

— Controlling the gossip mill of & school
— Different level of victim involvement

Definition

+ Legally speaking, there!sno such fthing as
sextortion. The wo \d @ prosecutorial
slang for a class ofob lously eriminal
conduct that does not 1reality correspond
neatly with any known criminal offense.
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Lessons. eamed

+ Multiple method
— “Willing” excha
— Coerced exchange ofiir
— Stolen images a
— Blackmailed exchange of images

Teens & exting

“There is a positive side to can't get pregnant
from it, and you'can't i s kind of safe sex.

A freshman girl doesn’ anife be a slut, but
?ne wants to be liked d -ellkes atfention from the older
aoys i

“If a girl sent me @ pacTure -of her boobs; well, obviously I'd
like 10 show it to some of my friends. But | wouldn't show
them a raunchy text from her because thatwould be
awkward. Sexually charged language is more intimate,
more private.”
“We see virtual images all day long, so'if someone sends
you an image, it loses the identity of the person. Is just a
picture™

Definition

extortion is old-fca exfortion or
blackmail, carried © ver a computer
network, involving some threaf—generally
but not always a threai 1o release sexually-
explicitimages of the victim—if the victim
does not engage in some form of further
sexual activity.
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Sextortion Explained By ats L

Fshouid have never ried

Thanks snyways.
@

Happen T L p—

A 1 | st W e w0000

Any hild 2'""'_

« Who Are The Victims? Who Are The Perpetrators?
SeXtO Itlon brookings.edu/

of cases involve o g 0
ion i « only victim d ey include college students, a
Sextortion is a new cybercrime that occurs when offenders use Y thaja;e ai iE“" er State Department enployee, even fathers and

personal information-often images stelen from a computer or step-fathers of their victims,
obtained by hacking into a webcam-to force victims to engage . of cases involve a
in some form of sexual activity. Offenders frequently target mix of minor and
multiple victims, a majority of whom are children under the adult victims

age of 18. And it's on the rise. A new study from the Brook- - 25 cases 13 cases 13 cases
ings Institution, which examines 78 recent cases, indicates - cf of cases involve involved involved invelved
that new laws are needed to specifically target this cxime. - o only adult victims at least at least more than

Sextortionists tend to be prolific repeat
offenders. Among the cases we studied:

= T Nearly all adult victins are female, but

both minor girls and boys are victims victims victims

The iafisfics

ed in 91 per at used in 43 percent of
invelving minor victims s involving ad

years

ral level only)
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extorfion victims location
R 60%
S s = 45% Ciogs sl

OF PERPETRATORS

CARRIED OUT %
THREATS

MET PERPETRATORS ONLINE

vulnerabllity
» Perpetual anxief i
<2 « Paralyzed by the potential social

repercussions of sextortion

Digital Natives' . The Rest of Us

* Public is the default,
privacy takes effort

m when you were little did you play.
ymmy's [Pad?” el
e af the internet and social me
— Parents that don't understand and !

first smartphone e o i B
was a mere

ces of online activity
= Kids haven't developed a sense of
fear or caution
yea Is. »  Will the next generation of children be more
savvy...safer?




Impact of the Intetneton outh

* |s Social
* Media:

* Our
* Empathy?

Lack of Consequences

Ekpression

* We are

™ Saying ) ;_ ?::e'e:s\?ible f;_rmofeducation
* technology
) Suppo
is bad... il

A feeling of connectedness

Medical Information

Advocacy

* Public is'the defau|t. :

of teens have neve
on social media

ir privacy settings

of teens have publicly posted their complete
home address for anyoene to see

* Nearly of teens have regretted something they
have posted online

Impact of the
Internet on

through images
* Going Viral
= The Need to be Visible

* Feel self worth based on
number of “likes”

Social Media . acts

7in 10 American Teens Use TikTok & I Most Girls Get Unsolicited
ollowing soclal media Messages on Social Media

o I
Twirer [ 9% y h \ /£ \
pintorest [N 7% 4 & d' { D)
2 - N ~ —_ N~
tacebook I 2

Instagram  Snapchat  Messaging  TikTok  YouTube
apps
Linkedin [ 3%

statista¥a
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Social Media. acts

X 1.Nearly 15% of teens have sental mnmnsagg sl " "% =
es were instigated 2. More than 27% of teens have recei ik AR
3 3. Sexting is becoming more commm‘ &

of all sex crimes a a minor, offenders
obtained information and/or pictures of the victim
through a social networking

4, Nearly 1 in 8 teens have forward 1 " consent.

5.More than in teenshave had o
without their permission.

R g 5 ki N 6. Girls are just as likely as-boys to send or receive sext messages.

Using a high number of s_ocua_l media platforms is linked 7. The older kids get, the more likély they are to send or réceive a sext message.
with epression and anxiety in young people 8. Smartphones are the most popular medium for sexting.

Social Media Cyberbuiiying for gil’|5 is most often 9. The actual amount of teen sexting is probably higher than what’s reported
focused on their exuality g

10. There’s reason to think sexting could become more common among tweens.

12% OF THE
WEBSITES ON THE

INTERNET ARE -
PORNOGRAPHIC. ﬁﬁ | | E" SJ'I'ES

1 TOA) of kids have

shared their own 5G-
CSAM

193A:J~

ext messag

> @&

5 INTERNET
S ARE

34.8% ofteenagers have

received a sext message y o Increased rates of

$3,075.64 IS
BEING SPENT ON
PORNOGRAPHY.

initial shares were

1 4.5% of teenagers have MmEstpAEnG 2

0,
15 AJ of 9- to 10 among 9-10 year olds,
. IN THE US, INTERNET PORN PULLS IN 52.04
year-olds have shared young boys (aged 9- BILLION PERYEAR. THE ENTIRE WORLDWIDE
~ INDUSTRY IS WORTH 54.9 BILLION.
their own SG- CSAM 12 Fam 7% in

INTERNET PORN REVENUES
w1910 18%in =

forwarded a sext message

2020 US $2.84 BILLION ¥
WORLDWIDE 54 9 BILLIONM 4

39 40

NUMBER OF SEARCH TERMS (IN MILLIONS)

1
ol THERE ARE 116,000
SEARCHES FOR " CHILD
PORNOGRAPHY”

UTAH HAS THE NATION’S HIGHEST EVERY DAY.
ONLINE PORN SUBSCRIPTION RATE | Gt
PERTHOUSAND HOME BROADBAND ||

105 1S THE *1 CITY IN THE US TO SGAl

USERS: 5. 47

THE AVERAGE AGE AT WHICH A CHILD
FIRST SEES PORN ONLINE IS 11
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Pornhub Statistics (2021)

.7 Billion visits

Million DAILY visits
m Searches per second
m Million new videos

Studies
* Boys exposed to porn 3.3 times more likely to engage in PSB
Ditl use disclosures of youth th problem sexuaiized behaviors and trauma

Boys who intentionally sought out porn 6 times more likely to self-
report sexually aggressive behaviour (causal not correlation because
other variable were controlled for) s

A meta analysis of longitudinal studies showed that boys exposed to
porn more likely to sexually harass

* Nearly 70% of boys who frequently (daily) used porn reported that
porn made them want to try out what they had seen (compared to

42% of low-frequency users}

43

The scale of the problem.

2018

oing to
different counsele i'h Yen’l‘ learned

« “Affer all these ye

the trick to let
wrote. “When |

_ ‘Nicole

), My. dreams are
vivid and | remem them for weeks. A
common theme'is finding myself naked in
front of a crowd of people orin an
enclosed space and | can'f escape or
run away fast enough.”

4

Effects on ictims of Child Pprnography

‘| couldn't get away fi mit, T _Giiy. I started getting
paranoid and having ni y e

“It just sat there on the - [ s," Nicole
remembered. “We di here to put it.”
More arrests followed ¢ tters — piles of them.

“We stacked them in alaundrybasket in a walk-in closet
so | wouldn'f have to see them,” Nicole said. “Then there
were more baskets, and we had to moye them tfo the

arage. It was really hard for me. | was still scared of my
ather, but | knew him. These other people, they were
strangers, and there were so many of them."

for POCP

5™ circuit [regardin ROC
g're in this

victims]“It seems o WE
brave new world not enty was there
an actual rape, but migoing o suggest fo
you there is a coniinuing digifized rape,"” the
judge said. "Possession of the digitized
recording of the rape confributesio the
system, confributes to the economic benefit
of those who produced this thing."




f exploifation. this
ofmegsa

Lessons earned:

« Criminal statutes need to evolve with
technology

* Registration does not cpply to
blackmail statutes

« Consider “attempt” crimes

ht now you have 30 Se’ fale!
sml e for me’

(then he counts dowi
“Think I'm playinte!"

“I'm gone expose if ouffaiu hoe lef that phone die! | can't
waitl™

"Take the fowel off bitch"
"Sitting here playin game with this light hoe"

ake that towel off and

« Prosecuted under (}
state statutes =

- Sexual expioi‘rdi‘_

- Threats to communic
information

— Sexual assault & atfempied sexual assault
« FBl doesn't frack dafa

e derogatory

18 year old high s
* Victim 1 - close‘frl;
— Wiley knew she was ¢ Iesbmﬂ

« Cameron iley infroduces V1 to
“Haley" - from Chicago....

Bitch fuck the video, worry Biut the '
You have 3 minutes to send thi
forever. If u don't imam sta:

ssince u like to take
your ass all over the
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internet and to all your Wauwafosﬁ people ‘orwherever the hell

u live
..And if U think I'm fucking aroun with you just fry me!
Yom time starts now... when geT home be'prepared...




Bitch fuck you. call it what v want IDGAF
All that teasing an shi hts not sexy

Send me that pussy: i itfre lemma give u your
daily check up. You have & Jfe. And | don give a
fuck where you are at right now or nothing IDGAF. The
lighting better be right and u better not-be late, or
imam show u what happens to property that doesn't’
cooperate, put yo ass all over the market bitch.

V 13 yr oldin idaho

Met on drrr.com role p

His avatar started fol hing

D demanded nude photos Vsaid NO

D threatened to stop talking to V so.she sent
photos

Facebook messenger e yowed other
possible victims ‘

15,000 Facebook mi

Skype- NCMEC fip ;

V2 reported that she knew D Via role playing
websites

D demanded nude phofos and threatened to
hurt himself if V didn’t comply:

V2 sent videos of herself in the shower

8/31/2023

“You will address me as Master." Wauwatosa teen tells harrowing ...
htips=//foxBnow.com/__/you-will-address-me-as-master-wauwaiosa-teen-lelis-harrowin
Jul 5, 2015 - The 15-year-old Chicago girl whom Molly knew as 'Haley'
was really Cameron Wiley of Milwaukee. Wiley knew of Molly through
a mutual friend .

Cameron Wiley #5wave (@CamWileySwave) | Twitter
htipsz/itwitter.com/camwileyswaveZlang=en ¥

The latest Tweets from Cameron Wiley #Swave é@CamWileySwave), |
am a upcoming musician. | love music and life. #5wavey. Milwaukee

Teen who posed as girl sentenced in Wisconsin 'sextortion’ case ...
hiips:fitruecrimedaily.comy.../teen-who-posed-as-gir-sentenced-in-wisconsin-sextoriio..
Oct 8, 2015 - Crime Watch Daily affiliate WITI in Milwaukee has the
details, ... Cameron Wiley was sentenced to a year's probation, ordered
to get ...

+ Tumblr.com linked to

D found V in different &
cheating on him

D directed V to recbrd:her;?erf ds he directed her

"Who is in charge®" and *Do you wish to hurt
me and push me away intfo an enemy?2”
Search warrant at D's house he described V1 as
"blindly, hormonally, unrealized adult-
orientated"

D asked how many ofher people had *

D admitted doing “ERT"er i role playing
D stored everything o computer and
described it as "“What I'have is

on countless parties.’

23 files on D's computer with nude images of
girl 13-15 years old

10
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Lessons. eqmed Discovery - onsiderations

|dentifying Victim : Seal search warrant
| Protective Orders

+ Cropped phof 3 o Sanitized discoveryd i '

« Take an advocate Pictures stay in police custedy.and make them
f SRl Peens available fordefense & e

+ Discuss how to gpproach victim Courtroom considerations

(parental involvement?) — Public trials

: — Print photos or display onh elmo or big screen
MIghT not want fo cooperofe — Alert your courtroom deputies

gency
ted assistance

ncy. believed it - Thiask

" wass eyberbullying e
type caseinvolving — |dentification
majority of high
school.

+ Warrant results

Burns: “I'll see u cuz we go to same school”

RYD: “| stopped talking to u take a hint” Vi e

RYD: “That's apparently how.we brol o + Warrant return ané

Burns: “Wtf. No” . Ins’rcgrdm ‘I'ma fa 5€ | like to suck
Burns: “That’s not how it workssw ; people's dicks @ 1 uys for nudes
RYD: “I dumped you bcim a 't 3 : because no one actudilylikes me I should just
RYD: “The. He goes and makes out with some otherchlck kill myself and go tof SH ik

Burns: “Most pathetic waste of space nd Dna ever” = What is importante

Wilson: “Are you ready?” i — Threats

Burns: “We all know he's a horrible person” — Identification of suspecr and accomplices

Burns: “Yes”

Wilson: “Hide the children”

Burns: “Hidden”

11



‘:,G - -
[ Instagram [ Baothes: Austin Witsen |

e (Brotner s waren ]
St s Wit | . L
Gmail

—{ Sister. Jayden Wilson |

/

m:;— \ % S Snapchar Maggieh212
F=aA

(Zpag Sitler | | [rmsammainne |

(S |

67

Victim ‘WO

Met ullen-  illiams utual friend

Communicated wi rous females
online (all later found to.be  ullen- illiams)
Forced to comply with requests or
threatened the girls would getiin trouble for
possession child pornography

"You're the new C.D"

Additional

+ Isit really.only one
— Other victims relatet tk
— Othervictims related fo

74
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Additional Interview of ictim
Most threats occurred thr
Believed entire scho

— Forced fo separate frer
- Person(s) seemied ta kb

and what he was doin
Took over his iCloud account and would set off his alarm
when he did not answer messages

Limited sleep for overa year
Forced sex acfs

Victim

Okay this is how its going to work::
stop talking to [CD] 2C 1 am g T nymously report that
you have been sent a nude D which will lead to you
and [CD] getting in trouble fo ld pornography. Ps: the police
can recover this picture even ifiyou block and delete the
message. So what is your choice? Never talk to him again or
have you both get into trouble? And by the way 2C |'ve reported
people before. After all 2C'I am the reason why his last
relationship ended :). | recommend you stop talking to him
otherwise you and your friends will be getting into some
trouble. I'll make sure to add you to my ¢

D] dick. If you don't

Possession of Child reats to communicate
Pornography: : erogatory information
Stalking i sextortion

Threats fo communicate
derogatory information
(sextorﬁon}}
Post/distribute intimate
representation (revenge
porn)

12



* School presentations

* Resources to parents

* Teachers
» School Social workers |

* School psychologists

: Protect 2%
Kids @yl
Online

8/31/2023

Wisdom fr

« “You just can :
| e hands of
every teenager in the
country and not expect bad

things o happen.” Quote from
author’s teenage child

13



