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Who am | (not a.

Deputy District Attorney—7 y
Assistant District Atforney:
+ Team Captain of Child Prote:

— Prosecute com
neglect cases,
= Child homicides
« Abusive head trauma:
« Inflicted burns o

e ' « Child I ab
ADA Erin M. Karshen Chidie
DDA Iv\c:’r’rhew Torbenson + Complex child neglect (medical neglect)

» Presenting child testimony

Who am | (nof wi

Assistant District Attorney'—
Team Captain of Sensitive €
— 250 jury-trials
* 125 sensitive ¢ o
— Technology facilitated sensiti
Internet Crimes Against €
Child testimony
Human Trafficking
Officer involved sensitive crimes
— Training team - mentor program - wellness coordinator

Urjust a bpdy;to be used when |

want
VICTIM THREE: WHAT

VICTIM THREE: Fine =
master? Send a vid of ur tits right now
And ur my slave? Filthy fucking whore




VICTIM THREE: There

VICTIM THREE: Am et being your

This is your fault
VICTIM THREE: You were so sweet before

- Chris convine hare nude pics
- Within a month, Chris & MK:break up
« Chris’ best friendis arrison

“What do | have to
do to make. . stop....”

7/9/2024

Lessons  earned

+ Admitted to
srent countries

need for
significant additional investigation

“Guess what
NOVEY.....'

“I want

See what happens if you don’t send more...

12
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In the Interest of . arrison

+ LP fexted with
— Threats fo ruin rep:

arrison reaches (MK's friend) — Demanded pics ©

— Threatens to disseminate pics of MK unless * JK fexted with _art Ver summer
SP provides pics; i — Needed nude pics to date

¥ e : — If JK refused, Harrison spoke of being in love w/ Ex
— Also had nude pics of SP's friend LP; — Eventually, furned to'overt threats

In the Interest of arrison In the |ﬂTe;re» of arrison

+ Harrison texts SG & RS (friends of SP) By The hme Th - IS CompleTe
— Starts by asking for pics ; Dy
— Sends dick pics + Imoge 'POd
— Wants masturbation. pics dlfferenf Cf \
victims identi ed and coopero‘red

arrison was able fo. wipe iPhone

LeSSOHS se@med Law Enforcement . oncerns

— Blackmailed exchonge of images BGCI(WGI:J&
L3
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“There is a positive SIde f¢ an't get pregnant
from it, and you .can’ kind of safe sex.”

fs itricAic : = “A freshman girl. doesn J to be aslut, but
Small jurisdic = she wants to be liked g C n from the older

- School resourc ; e P
: ||<f nglrLsenTTr?e a pi u][e. r%@oBbsf lwell, ?dbvao%slyl o]
i ‘ ; ike to show it to some of my s. But | wouldn't show
Search warranis, them a raunchy text from her‘because thafwould be

— Different level of vfchm involvement awkward. Sexually charged language is more intimate,
more private.”

— How fo approach victims & families “We see virtual images all day long, so if someone sends
you animage, it loses the identity of the person. Ifs just a

picture”

* Legally speakin uch thing as
sextortion, Thew :
prosecutorial sia ss-of obyiously
criminal conduct th not in reality
correspond neatly Wn‘h ony known criminal

explicitimages of the vx;ﬁ'?rlm—lf the victim
offense.

does not engage in some form of further
sexual activity.

Sextortion Explained By ats

I should have never tried

Thanks anyways

I really wanted something to
happen

And now | just wanna die again
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' The Victims? Who Are The Perpetrators?
S e X t O ]: t l O n brookings.edu/

of cases involve

ion i only victims under They include college students, a
Sextortion is a new cybercrime that occurs when offenders use the age of 18 State Department employee, even fathers and

personal information-often images stolen from a computer or step-fathers of their victims.

obtained by hacking into a webcam-to force victims to engage
in some form of sexual activity. Offenders frequently target
multiple victims, a majority of whom are children under the
age of 18. And it's on the rise. A new study from the Brook-
ings Institution, which examines 78 recent cases, indicates o/ of cases involve
that new laws are needed to specifically target this crime. 2

of cases involve a
g/ mix of minor and
0 adult victims

Sextortionists tend to be prolific repeat
offenders. Among the cases we studied:

25 cases 13 cases 13 cases
involved involved invelved

only adult victims at least at least more than

Nearly all adult victins are female, but

both minor girls and boys are victimized. victine victing victims

TR i B
Major Disparities in Sentencing of Sextortion Cases
How Are Victims Targeted? rtencing is particularly light when all victims are adults and in cases prosecuted

at the state level.

Average sextortion case sentences

cases involwing minor victims cases involving adults

years years
(minor and adult victims) (£ederal level only)

extortion victims locations

60

KNEW PERPETRATORS IN
PERSON BEFORE THREATS

OF PERPETRATORS

CARRIED OUT /
THREATS

MET PERPETRATORS ONLINE
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41%

MESSAGINGS
PHOTO APPS

* Financial Sextortion

Inthe case of Cite d’Ivoire, over the
past two years, HS! has received over
4,300 CYBERTIPLINE REPORTS
of predators from Cote d'Ivoire using
financial sextortion to exploit U.S. children,
primarily teen boys.

INVOLVED MORE THAN
ONE PLATFORBM

From these reports, B

have beenidentified 500 61
and supported by HSI. BOYS GIRLS

32

Rising threat of > Weekly reports
financial sextortion to NCMEC
b
Our latest research reveals an NCMEC receives 812 reports
alarming increase in financial of sextortion weekly, with
sextortion, primarily targeting V| L Y over twe-thirds involving
teenage boys aged 14 to 17. a financial demands.
. RAR % oL s
33 34

Effects o

Sense of powertle
Sense of hopeles

Perpetual anxiet :
1 kids got their

first smartphone
was a mere
years.




Digital Natives

* Public is the default,
privacy takes effo

“Mom when you were little die
your mommy’s [Pad?” S
The rise of the internet and social mi
— Parents that don’t understand and
children that know nothing else -
— Ignorance about the risksand %
consequences of online activity.
i
* Kids haven’t developed a sense of!
fear or caution
Will the next generation of children be more
savvy...safer?

he Best of Us

“Social media
made y'all way too
comfortable with
disrespecting
people and not
getting punched

in the face for it.”

~NIKE TYSON

We are

form of education

saying 7
technology :
is bad... e

A feeling of connectedness

Medical Information

Advocacy

7/9/2024

Impact of the Internet on outh

Is Social
Media "

Our
Empathy?

Impact of the

Cyber Courage

o Lack of Consequences

Path of Least

 through images
~Going Viral
The Need to be Visible

Feel self worth based on
number of “likes”

Social Media acts

7 in 10 American Teens Use TikTok

% of U.S. teens who use the following social media
platforms at least once a mont

instagram [ =<
Snapchat 80%
mikrok | <>
Twitter [ 30%
pinterest [N 32%
Facebook [N 25

Linkedin [ 3%

statista%a

Most Girls Get Unsolicited
Messages on Social Media

Share of adolescent female users who have been contacted
by strangers in ways that made them uncomfortable

Instagram  Snapchat  Messaging  TikTok  YouTube
apps

veyed Nov.-Dec. 2022

statista’



* Public is the default

of teens have n
on social media

privacy settings

their complete

of teens have public y post
home address for anyone to see

* Nearly of teens have regretted something they
have posted online

Social Media. acts

of all internet initi
through social netwo:
In of all sex crim
obtained information a
through a social networking profile
Using a high number of social media platforms is linked
with < epression and anxiety inlyoung people
Social Media Cyberbullying for girls is most often
focused on their exuality

minor,-offenders
s of the victim

7/9/2024

2. More than 27% of teens ha
3. Sexting is becoming more
4. Nearly 1 in 8 teens have‘fo

5. More than in  teens have h,‘
without their permission.

6. Girls are just as likely as bo,ysﬂto sen i ( Sexf messages.
7. The older kids get, the more likely theyiare to send or receive a sext message.
8. Smartphones are the most popular medium for sexting.

9. The actual amount of teen sexting is probably higher than what'’s reported
here.

10. There’s reason to think sexting could become more common among tweens.

1 7% of kids have

shared their own SG-
CSAM

1 9. 3% of teenagers have

sent a sext message

34.8% of teenagers have ‘

received a sext message Increased rates of
initial shares were

most pronounced

14.5% of teenagers have

forwarded a sext message

15% of9-to 10-

year-olds have shared
their own SG- CSAM

young boys (aged 9-
12), from 7% in

201910 18%in

https://www.missingkids.org/netsmartz/topics 2020
/sexting

among 9-10 year olds,

12% OF THE ]
WEBSITES ON THE THAT'S

INTERNET ARE 24,644,172
. BEEEE

EVERY SECOND..

a> B

$3,075.64 1S 28258 INTERNET
BEING SPENT ON USERS ARE
PORNOGRAPHY. VIEWING PORN.

IN THE US,INTERNET PORN PULLS IN 52.54
BILLION PER YEAR. THE ENTIRE WORLDWIDE
INDUSTRY IS WORTH 4.9 BILLION.

INTERNET PORN REVENUES
e———

US $2.84 BILLION F
WORLDWIDE $4.9 BILLION 4

48



NUMBER OF SEARCH TERMS (IN MILLIONS)

I O
{" I )

1515 THE

IN THE US TO SIACH FOR “SEX", “PORN", AND “XXX",

Bl UTAH HAS THE NATION’S HIGHEST
ONLINE PORN SUBSCRIPTION RATE
PER THOUSAND HOME BROADBAND
USERS:5.47

THE AVERAGE AGE AT WHICH A CHILD

FIRST SEES PORN ON I

Pornhub Statistics (2021)

m Billion visits

m Million DAILY visits
m Searches per secong
m Million new videos

51

THERE ARE 116

SEARCHES FOR

PORNOGCRAPHY” ; 2 .
FPORNOGRAFHY DAY OF THEYEAR FOR
VIEWING PORN IS

EVERY DAY. rHAN

LEAST POPULAR

VIEWING PORN IS
SUNDAY.

HIGHEST

@

XXX

% of all the i’i‘ Porn ‘
adult MEN s
@ September

inthe UK (B8
2020

had visited
pornnhub

7/9/2024

Studies
Boys exposed to porn 3.3 times more likely to engage in PSB

f .
of youth w

1 behaviors a

Boys who intentionally sought out porn 6 times more likely to self-
report sexually aggressive behaviour (causal not correlation because
other variable were controlled for) @i

A meta analysis of longitudinal studies showed that boys exposed to
porn more likely to sexually harass

Nearly 70% of boys who frequently (daily) used porn reported that
porn made them want to try out what they had seen (compared to

42% of low-frequency users}

The scale of the problem.
2004 2018

*The number of child sexual abuse files reviewed by the National Center for Missing &
Exploited Children

Thorn encountered had been advertised online

reported to the National Center for Missing and Exploited Children likely became
victims of sex trafficking

2023 Judicial District Training

53
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Effects on ictims of»(;hild Pornography

‘| couldn’t get.away it
paranoid and haviag fig

| starfed getting

"It just saf-there on
remembered. “We di

More arrests followed @ i efs e plles of them.

“We stacked themin @ laundry oske’r in a walk-in closet
so | wouldn't have to see them," Nicole said. “Then there
were more baskets, and we had to move them to the
?oroge It was really hard for me. | was still scared of my

ther, but | knew him. These other people, they were
strangers, and there were so many of them.”

estitution for POCP

rave new world,

Judge Emilio Garza 5t
victims]“It seems to m
where not only was ther: but I'm going to
suggest to you there is a continuing digitized rape,” the judge
said. “Possession of ih'eﬂdigml‘ed, (e_cérding of the rape
contributes to the system, contributes to the economic benefit

of those who produced this thing."”

statutes
— Possession of ¢

information .
— Sexual assault & o’rt‘ mpted sexual assault
— Revenge porn
* FBl doesn't tfrack datfa

7/9/2024

- “After all these ye
different counsel
the trick fo let
wrote. “When

: en”r learned

ing myself naked in
front of a crowd of people or in an
enclosed space and | can't escape or
run away fast enough."

Unlike other forms of exploitation, thi
and sharing videos of me as-a litile
know me, but they have seen evi
and pain.

ng enferfained by my shame

venme paranoia. | wonder if
©h | pass in the grocery store
ading aroundmy frauma like treats
gd by everyone of them

The enormity of this has added to

have seen them. Heeltotollyo of
at a party, and it feels like I'm be

While the abuse from my: ongmul abuserwas awful, as fime goeson, that is farther and
farther away from me. He is in jail and ccm never hurt me; and that is over. The men that
download my pictures are all around me for all'T know, and this part of my abuse could
keep going on forever. | have no control overit at all. This'is frightening beyond belief. It
impairs my ability to function socially, to-have romantic relationships, to participate in
social media, and it affects my daily

functioning.

The most

10



Lessons earne
- Criminal statut
technology

* Registration does no
blackmail statutes

» Consider “attempt” crimes

- Cameron iley.infroduces V1 to
“Haley"” - from Chicago....

Bitch fuck the video, worry

You have 3 minutes o sénd_ ince u like fo fake
forever. If u don't imam sis “ass all over the
internet and fo all your W et wherever the hell
u live i "

...And if U think I'm fucking araund

Your time starts now... wheh| get home belprepared...

“Right now you have 30
smile forme”™ . - .

“Sitting here playin game with this light hoe™

ma give u your
daily check up. You have [e. And | don give a
fuck where you are af right. 2 or nothing IDGAF. The
lighting better be right'and U better not-be late, or
imam show u what happens fo property that doesn't’
cooperate, put yo ass all over the market bitch.

7/9/2024

11



“You will address me as Master:” Wauwatosa teen tells harrowing ...
https:/ffoxénow.com/.../you-will-address-me-as-master-wauwatosa-teen-tells-hamowin..
Jul'5, 2015 - The 15-year-old Chicago girl whom Molly knew as 'Haley'
was really Cameron Wiley of Milwaukee. Wiley knew of Molly through
a mutual friend ...

Cameron Wiley #Swave (@CamWileySwave) | Twitter

hitps:fiwitter com/camwileyswave?lang=en %

The latest Tweets from Cameron Wiley #Swave (@CamWileySwave). |
am a upcoming musician. | love music and life. #Swavey. Milwaukee.

Teen who posed as girl sentenced in Wisconsin 'sextortion’ case ...
https:/Aruecrimedaily comy.. ieen-who-posed-as-giri-sentenced-in-wisconsin-sextortio..
Qct 8, 2015 - Crime Watch Daily affiliate WITI in Milwaukee has the
details. ... Cameron Wiley was sentenced to a year's probation, ordered
toget..

Tumblr.com linked toVic

D found V in different
cheating on him:

D directed V fo record directed her
“Who is in charge2' a 5 you wish to hurt
me and push me away info an enemy?”

Search warrant af D's house he described V1 as

“blindly, hormonally, unrealized aduli-
orientated”

D asked how mai
" onhim- 7

D admitted doing role playing

D stored everything ompu’rer and

described it as “Who have is

on countless parties.'

ople had *

23 files on D’s compu‘rer with nude images of

girl 13-15 years old

V 13 yrold in Idaho
Met on drir.comrot

His avatar started

D demanded nude pho

D threatened to stop ’rolkmg to V. so she sent
photos

Nathan ankert

Wed other

Facebook messenge
possible victims

15,000 Facebook m
Skype- NCMEC tip

V2 reported that she ki

vig role playing
websites

D demanded nude phofos and fhredfened to

hurt himself if V didn’t comply
V2 sent videos of herself in the shower

Identifying Victims
« Cropped phot
+ Take an advoc

- Discuss how to approach victim
(parental involvement?)

Might not want to cooperate

7/9/2024

12
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Discovery  onsiderations

Seal search warrants
“u ) : =
My heart can’t take Profective Orders
- o Sanitized discov
t h IS Pictures stay in poli -and make them
e available for defen _

Courtroom considera ‘ons
— Public trials
— Print photos or dlsploy on elmo or big screen
— Alert your courtroom deputies

- Warrant refurn
* What is impo:
— Threats

‘ »‘;’rype caseinvolving — Identification
- majority of high
elglofe]
+ Warrant results

Burns:”I’Ilseeucuzwegotos‘amescho‘ol" v MOH'heW : U”en— i”iCImS

RYD: “I stopped talkingto u tak )

RYD: “That’s apparently how:w ke + Warrant retum an

Burns: “Wtf. No” = * Instagram: “I'm g fi e | like to suck
Burns: “That’s not how it we people’s dicks  for nudes
RYD: “I dumped you bcim a - because no one me Fshould just
RYD: “The. He goes and makes: €0 EI‘ chick” kill myself and go

Burns: “Most pathetic waste of spam:andﬂna ever” * What is lmpOFfOﬁT

Wilson: “Are you ready?” e R — Threats 4

Burns: “We all know he's a horrlble person — Identification of suspe‘ct and accomplices

Burns: “Yes”

Wilson: “Hide the children”

Burns: “Hidden”

13



Met ullen- illia
Communicated

Forced to comply with requests or
threatened the girs would getin frouble for
possession child pornography.

“You're the new C.D"

Additional Victims

* Is it really only ong victim?
¢ Other victims related to Victim 1
¢ Other victims related toVictim 2

ictim

Additional Interview of

Believed entire sch

— Person(s) seemi e was at all times

and what he was d
Took over his iCloud dccount and would set off his alarm
when he did not answer messages
Limited sleep for overa year
Forced sex acts

[ED] dick. If you don't
mously report that
ich will lead to you
Iraphy. Ps: the police
and delete the

Okay this is how its going to
stop talking to [CD] 2C |

you have been sentan

and [CD] getting in troubie
can recover this picture e
message. So what is your choic ever talk to him again or
have you both get into trouble? And by the way 2C I've reported
people before. After all 2C I am the reason why his last
relationship ended :). | recommend you stop talking to him
otherwise you and your friends will be getting into some
trouble. I'll make sure to add you to my

Matthew

Possession of Child
Pornography. i
Nellqale! ;

Threats fo communica
derogatory information.
(sexTorTionY :
Post/distribute intimate
representation (revenge
porn)

7/9/2024

14
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reventiot Protect
Kids
* Problematic porn : School presentations Online
— 1. reform sexual e = Resources to parent

— 2. Redress their Vi Teachers

School Social worke

— 3. Help their manége pornography

School psychologists

* 3000- Public and Privat
— Ranging from 2" gra
— Cyber bullying
— Cybersafety =
— Longer social med 3 4 - - :
~ Impactofwords 1 ‘ country and not expect bad

— Loss of empathy

— Naked photos o - ‘ 2 Thlﬂgs TO hODpen." Quote from
— Being a good digital citizen : & author's teenage child

ADA Erin Karshen
Erin Karshen@da.wi.gov
414-278-5019

DDA Matthew Torbenson © |
Matthew.Torbenson@daiwi.gov
414-278-4638

15



